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I. INTRODUCTION
A Cyber-Physical System (CPS) combines a cyber system with a physical system, integrating computational resources into physical processes in order to add new capabilities to the original stand-alone physical system and realize real-time monitoring, dynamic control and decision support. The benefit from such capabilities makes CPSs increasingly operated in transportation, energy, medical and health-care, and other applications [1] - [3] . In CPSs, the cyber computation and the physical processes are dependable, and interact with each other through multiple and distinct modes (e.g., embedded cyber controllers monitor and control the system physical variables, whilst physical processes affect, at the same time, the monitoring system and the computation units by wired or wireless networks [2] , [4] , [5] ). This information can be intelligently manipulated to guarantee the system to be self-adaptive, robust and reliable with respect to components failures and changes of the environmental operational conditions [4] , [6] [7] [8] , [16] . For example, in [44] the flight control of parafoil systems is shown to be improved when wind conditions are duly taken into account, whereas in [45, 46] adaptive speed control strategies of autonomous vehicles under various traffic conditions are proposed.
Adaptivity of CPS control rules can be achieved based on real-time monitoring of physical and environmental variables. Stability is the main concern for real-time monitoring of CPSs. To satisfactorily control the dynamical systems, it is basically required the changes in the observed behavior of the physical system in case of any small perturbations imposed by the controller to be kept at minimum [37] .
Traditionally, Proportional-Integral-Derivative (PID) control systems have been used for retroacting to actuators the actions to be undertaken for real-time controlling the system (see Fig. 1 ) [8] , [16] , [40] . Digital PIDs have overcome analog PIDs [9] but still cannot intelligently adapt their parameters setting to changing environmental conditions: a predesigned control function is implemented by a command signal, to control the physical process variables, which, once measured, are compared with a set point that originates the residual e(t) (see Fig. 1 ). A strong limitation of this traditional 4 control approach is that incorrect calibration of the PID parameters with respect to the current physical and environmental conditions may significantly degrade the control performance and robustness [9] , [10] . Moreover, under this control scheme, the physical system may be led to dangerous operational conditions not only due to unforeseen changes of the environmental conditions but also due to human errors, malicious attacks through the network and poor/wrong database use in support to parameters setting (see Fig. 2 ).
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Fig.2. The cyber control scheme
To overcome the challenges of conventional PID control and add learning capabilities to a CPS controller, a Fuzzy Logic Control (FLC) strategy can be of help [14] . FLC has been increasingly used in real-world control engineering [15] , [17] , [39] , [41] , [47] . The fuzzy rules are obtained by a fuzzification of the ranges of the measured physical variables (Antecedents) and the logic mapping into the ranges of the control parameters (Consequents) [18] , [19] . Nonlinear analysis has been adopted to build the FLC rules and improve the control performance, especially for systems operating under uncertain physical and environmental conditions [20] - [23] . In most cases, the fuzzy 5 rules are based on expert experience and knowledge of the system processes [24] , [25] .
The integration of a PID with a FLC (e.g., fuzzy-PID) is proven to be an intelligent, nonlinear and robust strategy that improves the performance of conventional PIDs, by readjusting the PID gains in an on-line and real-time manner [23] , [42] . The resulting fuzzy-PID controller is, thus, aimed at accounting for time-dependent interactions of the cyber world with the physical world in an intelligent feedback loop, while at the same time, guaranteeing the stability of the CPSs, without causing the loss of control of the physical behaviors.
In practice, environmental conditions can play an important role on the physical process by triggering unforeseen system dynamics. For example, seawater is often used as the coolant of the secondary coolant circuit of Nuclear Power Plants (NPPs) and any seawater temperature change may affect the NPP cooling capability and, eventually, its performance and safety [11] ; in Heating, Ventilation and Air-Conditioning (HVAC) systems, changes of the environmental temperature make the heat transfer coefficient and the energy balances change [8] , [12] , [13] . Thus, environmental parameters should be measured and integrated into the cyber real-time monitoring and control in an intelligent manner: the resulting CPS is expected to learn the optimal control settings in different environmental conditions, and self-adapt to the varying conditions to preserve safe operation of the physical system and avoid loss of control.
In this work, environmental parameters values are used as inputs of a fuzzy-PID controller that optimally sets the PID gains, denoted as Kp, Ki and Kd, for the proportional, integral, derivative parts of the control, respectively. By so doing, the hybrid fuzzy-PID is capable of controlling the CPS under varying environmental conditions. To increase the transparency of the hybrid fuzzy-PID control, the fuzzy rules are here optimized by resorting to a grid-type fuzzy partitioning approach [24] , [26] - [29] , where the fuzzy sets and the fuzzy rules are learnt from examples of input variables and optimal control settings.
The proposed controller is applied to respond to changes and transients of the environmental inlet air temperature of the secondary loop of a Lead-Bismuth Eutectic 6 eXperimental Accelerator Driven System (LBE-XADS) [30] , so as to maintain the secondary average coolant temperature at a desired reference value, in-between two safety thresholds. The optimized CPS is finally compared with a traditional PID control scheme with fixed parameters and with a linearly variable gain PID control scheme.
The remainder of the paper is organized as follows. Section II presents in details the LBE-XADS that is taken as CPS case study. In Section III, an overview of the proposed hybrid fuzzy-PID control strategy is presented for the temperature control of the secondary cooling system of the LBE-XADS, under varying environmental conditions. The results of the proposed approach are compared with the results of the reference PID control in Section IV. Section V draws the conclusions of the work.
II. CPS CASE STUDY: THE LBE-XADS
A. The Physical Process
The Lead-Bismuth Eutectic eXperimental Accelerator Driven System (LBE-XADS) is a sub-critical, fast reactor in which the fission process for providing thermal power P(t) is sustained by an external neutron source through spallation reaction by a proton beam Q(t) accelerated by a synchrotron on a Lead-Bismuth Eutectic (LBE) target.
The primary cooling system is of pool-type with LBE liquid metal coolant leaving the top of the core, at full power nominal conditions, at temperature , equal to 400 o C pushed by natural circulation enhanced by argon gas injection into the heat exchangers of the secondary cooling circuit and then re-entering the core from the bottom through the down-comer at temperature , equal to 300 o C. The average in-core temperature of the LBE , is taken as the mean of , and , .
In the secondary cooling system, a flow of an organic diathermic oil is cooled in a 
B. The Control Strategy
In [30] , the LBE-XADS was originally equipped with a simultaneous feedforwardfeedback control (whose scheme is shown in Fig. 3 
The three feedback terms of Eq. (1) are:
1) The Proportional (P)-term, that accounts for a control action proportional to the residual e(t) (i.e., the difference between the desired set point , and the value of , measured at time t) and that may lead to the large values of the steady-state residual over time in case of inaccurate setting; In other words, the residual signal is processed only when receiving two residual signals e(t) originating from the two different BPLs; the information is, then, processed by an "OR" gate at the end of the digital acquisition chain. Once the residual signal e(t) is processed, it is sent to the PID feedback.
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Fig. 4. The simplified scheme of the LBE-XADS with its digital acquisition chain
III. CONTROL STRATEGY UNDER VARYING ENVIRONMENTAL CONDITIONS
A. System Properties Identification
To show the effect of the environmental variable The rules of the FLC are learnt by resorting to a grid-type fuzzy partitioning approach, as illustrated in the next subsection [24] , [26] - [29] , [32] . fuzzy partitioning approach can be used to learn the fuzzy rules from the numerical data of the sampled input-output data pairs [26] , [29] , [32] . The objective of the grid-type fuzzy partitioning approach is to separate the input-output feature space into a set of uniform or non-uniform grids with predefined membership functions, and, then, to obtain the most transparent fuzzy rules linking the antecedents and consequents of the available examples. The key point of the approach is that the optimal input-output data pairs are those that can be univocally mapped in the feature space, which means that the visual connection between antecedents and consequents should be explicit. Taking a one-input-one-output FLC as illustrative example, suppose n optimal input-output data pairs are obtained from m pairs of examples:
x y x y x y (2) where x and y are the input and the output, respectively. The n (x,y) data pairs can be plotted in their feature space. If the data pairs show a clear mapping function f: x→y (see Fig. 7 (a)), decision makers can determine a set of fuzzy rules with predefined membership functions, according to their knowledge, whereas when the data pairs scatter in the feature space (see Fig. 7(b) ), and the connection between x and y is implicit, the fuzzy sets and fuzzy rules cannot be univocally generated. 
b. Fuzzy Rules Generation for the Hybrid Fuzzy-PID Controller
The generation of the fuzzy sets and rules from examples of input variables and optimal control settings follows two steps as for the grid-type fuzzy partitioning approach.
Step 1 collects the optimal input-output data pairs from the randomly sampled examples and extracts the optimal pairs among the collected examples on the basis of two performance indexes.
Step 2 generates the fuzzy sets and the fuzzy rules for the learnt significant input-output data pairs.
Step 1: Collection of the input-output data pairs.
We define two performance indexes to be used for extracting the optimal pairs with respect to one trial of the simulation of the LBE-XADS (controlled with the original PID) in which the inlet air temperature , changes to a random value uniformly distributed in [0, 30] o C, at t=1000s. The profile of the average oil temperature , within the mission time of 3000s is shown in Fig. 8 . When , changes to a random value , , at t=1000s, the physical process rapidly responds to the change of environmental condition. , recovers from the step response after a resettling time roughly equal to 800s, and the system dynamics reaches a new steady state. 
Fig. 8. Illustration of the characterization indexes
As it is known, in the PID controller, the steady-state residual error is inversely proportional to Kp, whose inappropriate value renders the control unstable, whereas Kd limits the high-frequency noise at the system steady state. Thus, the performances of Kp and Kd are to be evaluated by an average steady-state drift ( ̅ ) defined in Eq. (3) below, that is the average residual of , with respect to , after the system reaches a new steady-state condition. To obtain the optimal ( , , , dKp) and ( , , , dKd) data pairs to be used for the learning algorithm of Section III.B.a, ̅ has to be minimized:
where, the time interval [t1, tP] is the period of time after , reaches steady state and, P is the number of the temperature measurements within the period. In this study, 
where, tAC is the starting change time of , , i.e., tAC=1000s in our case, and tSP is the end time of the PID settling period, i.e., tSP=1800s (as suggested by the scenarios plotted in 
2) Group 2:
a. Set the initial inlet air temperature When the calculated value is smaller than 300, the input-output data pair is labelled as optimal and stored for future utilization. Fig. 11(a) 
Fig. 12. Optimized structure of the controller under variable inlet air temperature
Step 2: Generation of the fuzzy sets and fuzzy rules
The grid-type fuzzy partitioning approach is used to generate the fuzzy sets and fuzzy rules for the fuzzy reasoning between the input , , and the output dKi, as shown in Fig. 13 : [5, 10, 15] , [10, 15, 20] , [15, 20, 25] , [20, 25, 30] , [25, 30, 35] o C (see Fig. 14 ) (See the Appendix for a sensitivity analysis that justifies the choice of the number of the fuzzy sets).
2) Collect ( , , , dKi) of the seven central points of the optimal sets.
3) Generate triangular output fuzzy sets Ij, j=1,2,…,7, whose largest degree of membership is centered on the dKi of the data pairs ( , , , dKi) of
Step (2 
Fig. 14. The fuzzy sets generated from the grid-type partitioning approach
Defuzzification of the consequents is performed by the centroid calculation of a Mamdani-style fuzzy system inference [33] - [35] . The fuzzy conclusion of the consequent y(dKi) corresponding to an antecedent is a fuzzy set Y constituted by the membership function μY(y(dKi)). Fig. 15 shows an example of fuzzy conclusion. Thus, the weights 0.7 and 0.3 are applied to T5 and T6 given for the antecedent , , (21.5) .
The aggregated output fuzzy set Y is generated with the weights 0.7 in I5 and 0.3 in I6 (see shadowed area in Fig. 15 ), whose centroid is equal to 0.0581 that is assumed as consequent dKi to a change of , , to 21.5 o C.
C. The Variable-Gain PID Controller
In this Section, a variable-gain PID controller of literature [38] is defined for comparing its controlling capability with that of the proposed hybrid fuzzy-PID controller. In Section II.A, it has been pointed out that Ki is sensitive, whereas, Kp and
Kd are insensitive to changes of the environmental conditions, therefore, the PID controller will only vary the Ki as in Eq. (5) [38] . 
IV. RESULTS
In Section IV.A, the capability of the hybrid fuzzy-PID of Section III is benchmarked with the originally proposed PID controller with respect to a batch of sample simulations among the n2 (described in Section III.A) that were used to train the algorithm for learning the rules. The practical usefulness of the proposed hybrid fuzzy-PID controller is, then, demonstrated with respect to a realistic scenario of daily cycle of inlet air temperatures, under normal environmental conditions and also transients due to wrong measurements of the temperature sensor (in Sections IV.B and IV.C, respectively).
A. Test on the Training Examples
We sample 18 random trials from the n2 runs of the LBE-XADS Simulink model that were generated to train the rule generation algorithm, as described in Section III.B.
As shown in Fig. 17(a) 
C. Sensors Failure Scenarios
Adaptivity of the CPS to sensors failures has also been analyzed for demonstration purpose. Indeed, transients due to wrong measurements can affect the NPP dynamics, since any transient, even though on the secondary side, can propagate to the primary coolant system and, eventually to the reactor core [36] . With no intention to treat a full spectrum of failures, for the purpose of exemplification, two failures are considered: TABLE II ). TABLE II) .
Similarly, the original PID poorly adapts to the sensor bias failure scenario (see In conclusion, the proposed hybrid fuzzy-PID controller achieves less average 29 drifts ̅ than other controllers, in realistic scenarios of daily cycles of inlet air temperatures and also in accidental transients due to wrong sensor measurements, in the end preventing the system dynamics from deviating from steady-state beyond safety limits.
V. CONCLUSIONS
A hybrid fuzzy-PID control strategy is proposed for controlling a Cyber-Physical System (CPS), under varying environmental conditions. Environmental parameters values are fed to the hybrid fuzzy-PID, which adaptively optimizes the PID gains for controlling the physical variables of interest so as to keep them within preset safety bounds and, thus, improve the real-time performance of CPSs. To increase the transparency of the fuzzy reasoning underpinning the control, a grid-type fuzzy partitioning approach is proposed for optimizing the fuzzy sets and fuzzy rules, which are learnt from examples of input-output data pairs.
For illustration purposes, the proposed controller is applied for the control of the LBE-XADS secondary side average temperature, by adaptively responding to changes of the inlet air temperature. Results demonstrate the benefits that the hybrid fuzzy-PID controller offers over traditional PIDs, effectively reducing the resettling time of the system response to changes in the inlet air temperature.
APPENDIX. SENSITIVITY ANALYSIS FOR THE IDENTIFICATION OF THE OPTIMAL NUMBER OF FUZZY SETS
In this analysis, a number S=3, 5, 7, 9, 11 of input membership functions T are tested, resulting in S output fuzzy sets, according to the procedure of Section III.B.b. The compromise between performance, robustness and computational demand has, thus, led us to set up a hybrid fuzzy-PIDs with 7 sets of membership functions. 
